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necessary to reach a higher level of abstraction.
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INTRODUCTION

The term “Industrial Internet of Things” refers to the interconnection of intelligent and
networked industrial modules or clusters that are strategically deployed to optimize production
and decrease operating expenditures through the implementation of continuous monitoring and
effective management of industrial assets global economic outlook because of its many positive
aspects for factories and production platforms. Besides, the manufacturing industry is clearly
showing more IoT usage due to the large influx of IIoT platforms being adopted [1, 27]. The
investment is expected to increase from USD 1.67 billion in 2018 to USD 12.44 billion by 2024
[87]. Research performed by ITIF in collaboration with IoT analytics indicates that adopting
[oT technology in a plant can boost its performance and productivity by up to 25% [4, 57. In
addition, it is believed that because of these recent advancements, product manufacturing can
reach around 1.8 trillion dollars by the year 2025 [67] and will continue to rise by over 24%
from the year 2023 to 2030 [77]. They prove that the ITIoT greatly improves the manufacturing
industry. In the manufacturing industry, many sectors are changing through the use of
technologies like big data analytics, Al, digital twins, machine learning, and combined with
data to assist in industrial work [8, 97. Even so, the threat of cyberattacks makes it difficult for
companies to take full advantage of IToT. When IloT systems are implemented, it becomes
easier for security problems to occur. Ensuring data protection at all times and in all places
may be an answer to the problems related to putting these vehicles into use in industry. Figure
1 represents the Generalized Al Framework for IIoTs. IIoT is emerging as a new kind of
network that has improved the methods of capturing, collecting, exchanging, and processing

data. IIoT is different from the usual devices and interactions between people [10, 117.
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FIGURE 1: GENERALIZED AI FRAMEWORK FOR IIOTS [11]
P2P AND P2M COMMUNICATION NETWORKS
P2P and P2M communication networks are connected to Artificial Intelligence. IIoT. There
are billions of devices linked through IoT technology. Systems like M2M communication are
part of the networks used in the IoT. These “things”. Some examples are ultra-efficient sensors
and actuators, automation devices and embedded systems [127]. Machines that do most of the
work, as well as gateways with real-time analysis present. Usually, these “things” can be
pinpointed with different kinds of addressing. Some schemes involve using electronic product
code (EPC) and ubiquitous code (UCode). The sender automatically retransmits the packet
through the receiver when the retransmission timeout (RTO) reaches its defined period [13,
147
END-TO-END LAYERS SECURITY ANALYSIS IIOT
We suggest using a four-layer architecture to protect IIoT security issues with the architecture
most [ToT systems adopt at present [15, 16, because they are used in the context of industry.
For instance, an IoT architecture that consists of only three layers is not ideal. The IIoT
requires the ability to process and manage data. After that, recent storms are further organized
into groups. IoT industry technologies and standards should be included in the planned IoT
security design [17-187. The software has been thoroughly checked for security and this
analysis is discussed in the section below. Figure 2 elaborates the Layers of I1oTs for a Secure

Network. The device layer security analysis concentrates on how to identify physical and
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virtual things. Various schemes exist for connecting to IloT networks. These programs are
named EPC and ucode [19, 207. They use MAC and IP addresses to build the system.
Nevertheless, security should be analyzed in the context of transport and network
infrastructure. Layers explores the communication and standard technologies of IIoT,
especially capillary. Also, there are backhaul and backbone networks to consider. The
processing layer covers the entire data processing. How to protect data in an IloT data
processing platform. Also, the application layer is for threats involving applications,
communication between hosts and client-server applications protocols [21, 22-257]. As an
example, one can use simple object access protocol (SOAP), also known as representational
state transfer, and hypertext transfer. Table 1 shows Numerous Approaches for a Secure IIoTs

Framework. REST HTTP protocol and the data circulation service used in real-time systems

(DDS) [267].
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FIGURE 2: LAYERS OF IIOTS FOR SECURE NETWORK [20]
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TABLE 1: NUMEROUS APPROACHES FOR SECURE IIOTS FRAMEWORK

Ref. Security Security Objective Dataset Accuracy
Requirements
[27, Confidentially(C) =~ Malware Detection in [1oTs (CICAPT IIoT) 97.85%
28] Dataset 2024
[29, Integrity(I) Medical Image Attack IoT-Botnet 2020 95.98%
30] Security
[31, DT Malware attack detection IoT Malware 97.85%
327 dataset
£33, Reinforcement Malicious data identification Kitsune network 98.1%
34 Learning attack database
35, Unsupervised Intrusion detection in IloT NSL-KDD 97.85%
36 ] Learning resources.
[87, Authorization =~ The prevention of DARPA 98.91%
387 and Access unauthorized use of [ToT
resources.
39, Authentication Anomaly detection KDD Cup'99 99%
40]
[41, MLP Botnet attack detection Captured 95.98%
427 trom various IoT
devices
IIOT ARCHITECTURE

A connection between IIoT and the physical world is where the discussion started. In the early
1990s, the Internet was used to control “things” all over the world [287. While IToT helpers
have been created as the industry was just getting started in its evolution. For instance, IETF
and IEEE both RFID and sensors set boundaries on the concepts of definitions [43, 447]. The
W3C discusses how the IoT relates to online interactions through the World Wide Web 457
[oT’s objective is to permit anything to be connected at any time. In most situations we studied
in the industry, we noticed these “things” have three main characteristics: they are not the same
and they are always unique. Unique traits and the relationship among them. Concurrently, as
the IIoT develops for various industries, there should be significant attention to its security and

privacy. The difficulties associated with global issues are growing [46, 47
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OVERVIEW OF IOT AND IIOT FRAMEWORKS

The new IIoT characteristics include large amounts of heterogeneity. In addition, these
systems deal with matters of “things” and cyber-physical systems between the safety of regular
systems and that of Industrial [oT. Since there are so many types of “things” in a large system,
interoperability is needed. The difficulty of sharing data between networks, cyber-physical
systems and technologies powered by the IIoT integration [48, 497. Interoperability problems
exist whenever Devices and sensor nodes in the network are called and addressed using
different terms. One should try (i) to develop various schemes, (ii) use various data types and
formats and (iil) interact. With various security settings set by the network (such as reliability).
Various factors such as communication cost, latency and bandwidth are combined to support
different service applications. The issue of whether these standard ways of ensuring safety are
that it would be beneficial to design defence approaches for IoT that are consistent and
potentially universal. No plan has been successfully created to address the issue of security
difficulty. The internet operates between client smartphones and medical workers through
smartphones acting as communication proxies. The system integrates HTTP and CoAP
conversion on the doctor's smartphone, which enhances compatibility with server(doctor's
smartphone) functions [50, 51-55]. Figure 3 shows the Generalized threat identification in
[IOTs based Network Framework [127]. The observed functionality within CoAP technology
decreases the need for continuous server-client data transmissions. The server operates in
combination with the client to obtain medical sensor information. The system functions by
getting periodic system responses rather than continuous ones. This design benefits from

CoAP as an IoT protocol that requires minimal computational resources [56, 57 .
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[IoT infrastructure is more sensitive because of its size, greater complexity, strong robustness
and necessary ecosystem compared to the regular IoT. The risks related to cyberattacks on
[IoT vary a lot from those in IoT in terms of threat surface, ability to scale, connectivity,
interoperability and integration of OT. Most IoT networks use the same regular IT gear,
including workstations, servers, routers and switches and these gadgets are known to be
vulnerable to attacks. On the other hand, the IIoT opens up more opportunities for cyber-
attacks by attaching many control systems, cobots, sensors, actuators and other field devices
across industries that use different protocols for communication [59, 607]. Figure 4 represents

the Non-Confirmable messages based Framework for Transmission and Receiver in [IoTs

Failed Failed Successful
Transmission Transmission Transmission

Node B H H HI >
4 A
| / T \

Node A i
: RTO e 2XRTO time
Transmitted Received
Packet Packet

FIGURE 4: NON-CONFIRMABLE MESSAGES BASED FRAMEWORK FOR
TRANSMISSION AND RECEIVER IN IIOTS [61]
For this reason, the types of dangers and risks that come with IoT tools, systems and services
are numerous and keep changing over time. A wide range of threats to safety, security and
privacy exist in the IIoT. Hence, it is necessary to identify all items in the IoT environment
that should be protected and design accurate rules to keep these items secure from cyberattacks.
The Pending Event Descriptor (PED) containing OSGP packet information resides within the
options field of the mapping process [61, 627]. The CoAP packet contains a software field that
receives its information through a count value from the OSGP packet and the data field uses
values from the OSGP packet's offset [63, 647. IIoT infrastructure is more sensitive because of
its size, greater complexity, strong robustness and necessary ecosystem compared to the

regular [oT. The risks related to cyberattacks on IToT vary a lot from those in IoT in terms of
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threat surface, ability to scale, connectivity, interoperability and integration of IOT [65, 667.
Most [oT networks use the same regular I'T gear, including workstations, servers, routers and
switches and these gadgets are known to be vulnerable to attacks. On the other hand, the IIoT
opens up more opportunities for cyber-attacks by attaching many control systems, cobots,
sensors, actuators and other field devices across industries that use different protocols for

communication [67, 687.
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FIGURE 5: STRUCTURE OF IIOTS BASED ON ARTIFICIAL NEURAL NETWORK
CONTROLLER [69]
For this reason, the types of dangers and risks that come with IoT tools, systems and services
are numerous and keep changing over time. Figure 5 represents the Structure of IIoTs based
on an Artificial Neural Network Controller. A wide range of threats to safety, security and
privacy exist in the IIoT. Hence, it is necessary to identify all items in the IoT environment

that should be protected and design accurate rules to keep these items secure from cyber

attacks [70, 717.
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PROPOSED FRAMEWORK BASED ON IIOTS USING MACHINE LEARNING

The IIoT requires managing, processing and saving data. Then, we classity events from recent
history. The IoT security architecture ought to include industry IoT technologies and
standards. An entire security analysis was carried out and the conclusions are presented in
Section 5. The main purpose of the analysis on the device level is to identify the different
physical and virtual “things” services available to get access to IToT networks. Some of the
schemes include EPC, plus the uCode. The layer describes IIoT communication technologies
and standards, such as capillary. These people also build backhaul and backbone networks.
Here, data is processed through the whole journey from start to finish. Issues related to the
security of IIoT data processing. Also, the application layer is responsible for the challenges
related to threats in applications, connections between different computers and using client-
server protocols. The research paper addresses the key management issues found in the current
ML-based IDS. The system provides secure [oT device-server communication within resource-
limited IoT networks with reduced communication overhead. The proposed method consists of
five sequential stages, including (i) Session initiation, followed by (ii) Server challenge phase,
then (ii1) Client response and challenge phase, after which (iv) Client authentication and server
response phase occurs before (v) Key negotiation and server authentication phase. The protocol
starts with a session initiation phase that is followed by server challenge, then client response
and challenge, before client authentication and server response, followed by key negotiation
and server authentication. The five protocol phases consist of session initiation, followed by
server challenge phase and client response and challenge phase, followed by client
authentication and server response phase, before key negotiation and server authentication.
The detailed implementation sequence of ECC-CoAP shows how the server and client devices
exchange messages. The sequence of operations between the user/IoT device and the server
can be observed in the following figures. Users authenticate to remote servers using their valid
inputs under the presumption that the servers can be trusted. Security experts have observed
occasional instances where an insider from the remote server detects malicious activities. Once
an opponent acquires essential user credentials stored in the server platform, they assume the
role of an adversary. Proposed ECC-CoAP implements crucial HU and DIDU storage on the
server. Figure 6 shows the proposed Artificial Neural Network (CNN) based Framework for
Secure Network. The [oT device requires additional authentication credentials, which the

server stores during the process.
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The process involves analyzing the structure of a binary file and breaking down its functions in
a process called static detection. During the creation and testing phases of a software
application, static detection does its primary work. Currently, the means of detecting statics are
explained in Fig. 7. Cybersecurity today is challenged by serious APT attacks. They move in a
very unnoticeable way. Experts have looked into various ways to solve these issues. In their
work, researchers have used three methods: machine learning (ML), deep learning (DL) and
Explainable AI (XAI).

Next, I will look at the major contributions of these technologies. Combining Decision
Trees and Bayesian Networks with other Machine learning and deep learning algorithms
detects known security issues well.. The security gaps mentioned are solved by DL’s
autoencoders and reinforcement learning processes. Such systems look into various developing
types of attacks. The autoencoder in IloTs performs remarkably when extracting useful
teatures and lowering the number of dimensions. Using DRL, systems can adapt to new
changes in malware. Using these tools helps detect which APT group is connecting to specific
malware. By using XAI, it is easier to see how machine learning and deep learning models
work. By using this methodology, the black box challenge is given importance. LIME and
SHAP are techniques that can display the importance of each feature. With XAI, analysts are

more confident in the decisions Al makes. In times when demand is high, the insights from
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every system must be easy to interpret for better decision-making. Employing XAI usually
increases the complexity of systems and their associated operating costs. Figure 8 represents
the Proposed Machine Learning based CNN Architecture for IIOTs. No gaps in cyber
protections are required to improve security. Because of these systems, it is now easier to
address the evolution of APT. One of the key strengths of ML is that it can identify threats as

they happen. Even so, there are still some limits.
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SIMULATION TESTING
This section elaborates on the simulation results in Table 2 represents the Analysis of Packet
Loss Using P-ANN, while Table 3 shows Comparative Analysis of IloTs Tire parameters
Using Multiple Nodes.
TABLE 2: ANALYSIS OF PACKET LOSS USING P-ANN USING (CIC APT IIOT)
DATASET

Dataset ML  Packet Packet Packet Packet Packet Packet Packet Packet Packet

Techniques Loss Loss Loss Loss Loss Loss Loss Loss Loss

Tire 1 Tire 2 Tire 3 Tire 3 Tire 4 Tire 5 Tire 6 Tire 7 Tire 8

IrDA 156,13 196,28 181,338 196,23 181,33 300,12 156,13 220,83 202,21

RFID 196,28 196,23 211,01 156,13 211,01 200,25 196,28 216.71 214.11

NFC 196,23 181,38 300,12 196,23 211,01 200,25 196,23 519.89 217.92

INSTEON 196,28 211,01 200,25 196,23 211,01 200,25 156,13 196,23 60.21

CIC APT Smart BLC 196,23 211,01 200,25 196,28 196,23 181,33 196,23 196,23 213.68
IloT IIoTEQP 1211,01 211,01 200,25 196,23 196,23 211,01 196,23 181,33 202,21
Dataset 1IoT EQP 1156,13 196,23 181,33 181,33 181,33 300,12 196,23 211,01 214.11
[IoT EQP 1 211,01 217.92 181,33 196,23 211,01 200,25 196,23 211,01 217.92
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2024 II0TEQP 1111.84 60.21 211,01 156,18 211,01 200,25 196,23 911.34 60.21
[IoT EQP 1 217.11 213.68 300,12 196,23 211,01 200,25 196,23 217.11 213.68

[IoT EQP 1 196,23 181,33 196,23 156,13 196,23 181,33 181,33 300,12 317.97

[IoT EQP 1 181,33 300,12 156,13 196,23 181,33 300,12 156,13 220,53 202,21
TABLE 3: COMPARATIVE ANALYSIS OF IIOTS TIRE PARAMETERS USING (CIC

APT IIOT) DATASET 2024
Dataset IloTs Server Packet Loss Specificity Accuracy F-1 Score R* Score Data Rate
[IoTs Tire 1 3.198 2.581 3.581 0.8411 8.916  0.64 bps
[IoTs Tire2  2.118 3.1 3.198 0.5481 1.5 0.61 bps
[IoTs Tire 3 3.4 2.581 1.41 0.6321 1.1 0.72 bps
[IoTs Tire 4 3.198 3.5 3.198 0.7531 1.51 0.83 bps
[TIoTs Tire 5 1.41 5.1 2.1 0.8451 3.1 0.97 bps
[IoTs Tire 6 1.51 1.21 3.1 0.6751 2.51 0.86 bps
(CIC APT 1I0Ts Tire 7 2.41 5.1 3.581 0.3411 38916  0.64 bps
IIoT) [IoT's Tire 8 6.55 4.21 4.3 0.5431 5.5 0.61 bps
Dataset 11oTs Tire9 7.11 5.1 3.581 0.6321 5.1 0.72 bps
2024 [IoTs Tire 3.8 3.198 2.581 0.7531 1.51  0.83 bps
10
[IoTs Tire 4.1 2.118 3.1 0.8451 3.1 0.97 bps
11
[IoTs Tire 4.128 3.4 2.581 0.6751 1.51 0.86 bps
12
[IoTs Tire 5.7 5.1 3.1 0.3411 7.11 0.64 bps
13
[T1oTs Tire 6.55 4.21 4.8 0.5431 3.8 0.61 bps
14
[IoTs Tire 7.11 5.1 3.581 0.6321 4.1 0.72 bps
15

CONCLUSION AND RECOMMENDATIONS
This research has presented the design and development mechanism and framework for I1oT's
using ANN. The adoption of the IloT has improved how industry, businesses and

organizations work. Higher efficiency, greater productivity and cost reduction. At the same
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time, there are privacy concerns that arise from the IloT. Safeguards are necessary for the
protection of every computer connected to a network and the people who use them and for
privacy. This paper aims to highlight the privacy requirements present in the IIoT ecosystem.
Defending personal data and the privacy aspects set up by officials in the industry. The paper
has also given details about present-day ways and techniques to deal with some privacy risks in
the IIoT, involving using encryption, anonymization, access controls, authorization and
monitoring and surveillance technology. Furthermore, the paper points out why personal data
must be protected in criminal cases. Organizing investigations or applying criminal penalties,
mostly in fields sensitive to regulatory oversight. In short, the paper offers ideas about the
privacy needs and dangers involving IIoT. The Proposed model outperforms the other
renowneded RNN, DT and LSTM models and gives significant improvement in results using
(CIC APT IIoT) Dataset 2024 with an accuracy of 98.67%, a Recall 86.1% achieved F1-score.
that measures a model's accuracy by balancing precision and recall with a improvement of 2.3%
as compared to RNN, DT and LSTM model. In this article, the Industrial Internet of Things
technologies are split into four layers by developing the architecture for defense systems that
tulfill the CIA security standards. Identify the weaknesses in today’s countermeasures and point
out the main issues that are still unresolved challenges. These points and policy
recommendations are crucial for those who make laws and rules. Organizations need to learn to
secure both their technology and the privacy of their end users. If companies act on privacy
threats in advance, they can continue to protect themselves. They should earn their
stakeholders’ trust, watch their reputation and take advantage of their efficiency. Improved
outcomes in productivity from using the IloT. The key focus of this study in the future is to
look at blockchain and privacy. It will reveal both the advantages and the drawbacks involved.
Additionally, this would draw attention to in recent times, blockchain has become important for
ensuring security and privacy online.
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